— iﬁ?ﬂ

&

1. VMware Workstation
2.CPU WNfF Hi%EL

N .7 11
1.C 2D 3A
.

=. LI

S

FE=

BN iﬁ?&ﬁ

1. KR
2.2GB 20GB

=\ IESFRR
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=\ iR

~ §ff CentOS Stream B B3

+ -

c
R g9
20GIiB 1 120 GiB

886 02:00

a] xlao-y@xiao-y:~

XMFHF) WIME) TMV) ERS) AWM HWBHH)

xiao-yexiao-y ~]$ unan

a
Linux xiao-y 4.18.0-526.e18.x86_64 #1 SMP sat Nov 18 00:54:11 UTC 2023 x86_64 x8

6_64 xB6 GNU/Linux
[xiao-y@xiao-y ~]%

sdal

HEBAP)

!

HREER(C):
100 GiB

RERB(m:

FERK -

MAERR(Y):

xfs -

HE(L):

iaf:
ATA VBOX HARDDISK (sda)

&M,

BLERW LY T
K RARH

Pz s
i€ P

Hig(R)
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8H 5 23:54
129 GB %

VBOX HARDDISK (1.0)

N , |\ 129 GB (128,849,018,880 F15
CD/DVD WEhE i e
S co-Rom t31 SR

VBfd86cfd6-c5bedc38

A SMART

P

HE1
107 GB XFS

e

107 GB 101 GB a] f (EF 6.0%)
/dev/sdal
f98c08ab-ec01-4415-8e7c-022e 264cabf4
Linux (7] B &)

XFS — BEHE

(3

W E XNEE - 8H 5 23:54

© s

& P

BUARIFR I
CentOS Stream
xiao-y

1.7 GIB

12th Gen Intel” Core ™ 15-12500

llvmplipe (LLVM 16.0.6, 256 bits)
KAk 3.32.2

64{i1

Oracle

107.3 GB

(V) B
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®ER 0 B - 8A 6 01:49

B xiao-y@xiao-y:~
X#H(F) 4RIR(E) FWM(V) HLRM(S) LK) MEIH)

[xiao-y@xiao-y ~]$§ wh

xiao-y sat0 01:40 (login screen)
xiao-y tty2 2024-08-06 01:40 (tty2)
[xiao-y@xiao-y ~]$

WiH_—

55—

BN i,E\EEL

1. EHISCAF test.txt N mytest.txt SCAF
2.:q

3. we -l a.txt >> output

4. mv filel.c file2.c

5. rm -rf /home/tmp

= IESFR

LA 2.B 3.A 4.C 5.C

(D
mkdir /path/to/mydir
touch /path/to/mydir/myfile.txt
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2)
cd /path/to/mydir
mkdir subdir
cd subdir
touch filel.txt file2.txt

(3
cd /path/to/mydir
cd subdir

Y
Is -a /path/to/mydir

5
cp subdir/filel.txt mydir/newfile.txt

=

A iﬁ?ﬁﬁ

1 EEHA BHAHF (oot
2. B /etc/shadow

3. /etc/passwd

4. chmod

5. %5

v 5]

1.C 2.D 3.C 4D 5.C
= LI

(D
groupadd deve
groupadd Oper
useradd -g deve d001
useradd -g deve d002

useradd -g Oper p001
useradd -g Oper p002

2
mkdir /public
chmod 777 /public
chgrp Oper /public
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H

(3)
su d001
cd /public
touch file devp

exit

sup001
cd /public
touch file oper

exit

4
su d001
cd /public
rm file oper
Is -1

(5
groupdel deve
groupdel Oper
userdel d001
userdel d002
userdel p001
userdel p002
rm -1 /public

5=

RN iE\EFE

v

&

1.5
2. chmod +x filename

1.D 2.B 3D 4.C s5C



W
o
o3
b

=\ iR

(D
groupadd deve
groupadd Oper
groupadd net
useradd -g deve d001
useradd -g net p001

2
Tiid—: BBOUHRR
chmod 777 /home/d001/test_file
THEZ: B R4
chown p001 /home/d001/test_file
JrE=: ¥ p001 FH N d001 41
usermod -a -G d001 p001

WH=

55—

RN iE\EFE

v

&

1.df-h
2. fdisk
3. /etc/fstab
4. mkfs.ext4
5. Isblk

=\ IESFR

I.B 22A 3.C 4C 5B

=. IR
D

Isblk
D)

fdisk /dev/sdX
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3
mkfs.ext4 /dev/sdX1

4)
mkdir /mnt/data
mount /dev/sdX1 /mnt/data

D)
echo "/dev/sdX1 /mnt/data ext4 defaults 0 2" >> /etc/fstab

i

=

St

B ?iﬁ
1. BHEEEH (Logical Volume Manager)
2. WA 5rIX

3. Ivextend

4. Ivreduce

5. B4 (VG
g .7 = 31
LA 2.A 3.B 4.C 5.C

=2

=. LI

(D
pvcreate /dev/sdb /dev/sdc

2
vgcreate app_vg /dev/sdb /dev/sdc

(3
lvereate -L 2T -n app_lv app_vg

@
mkfs.xfs /dev/app vg/app v

5
mkdir /app
mount /dev/app_vg/app_Iv /app
df-h
Isblk
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55—

BN i,E\EEE

1. #as IP Mkt

2. /etc/dhcp/dhepd.conf
3. subnet

4. systemctl start dhcpd
5. systemctl enable dhcpd

N v 2 271
LA 2.A 3.B

=

=\ LI

1. /var/named/chroot

2. UDP

3. hosts

4. W TCTEMENT 844 15 SR 3 K 25 HoAth DNS I 55-#5 147 A0 P ($2 15 DNS fEHT IR FER
P, J4E DNS RSS20 7380

5. nsupdate

. ik

I.LA 2.A 3.A

=. LI

S
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5=
BN i,E\E 3

L. BRH B khE
2. root sudo yum install -y iptables

&

3. sysctl -p

v 5]

LA 2.A 3.A

=\ FE

(D AT %5, R R 4.

sudo yum install -y iptables iproute2

(2) T EYw4E/etc/sysconfig/network-scripts/ H 3% N L84 LB SO, 18 U4 L, ifefe-
3k, JEER#ECLHK.

sudo vim/etc/sysconfig/network-scripts/ifcfg-ens160

SRERATRUL S ZHHLER I E .

BOOTPROTO=static
IPADDR={R[FJFE#AS TP itk
NETMASK="1 M1
GATEWAY=[ S

(3) wtH/etc/sysctl.conf 1o

sudo vim /etc/sysctl.conf
net.ipv4.ip_forward = 1
sudo sysctl -p

(4) BoE NAT BN, SV Py R Be s Il Bt vs il

sudo iptables -t nat -A POSTROUTING -o ens160 -j MASQUERADE
sudo iptables -A FORWARD -i ens160 -o ens33 -j ACCEPT
sudo iptables -A FORWARD -i ens33 -0 ens160 -j ACCEPT
sudo iptables-save > /etc/iptables/rules.v4

(5) %% dhep-server, ZwiEMCE {4 etc/dhep/dhepd.conf, W& IP Hubbih, TS, K

10
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REEE R

ill

sudo yum install dhcp-server -y
sudo vim /etc/dhcp/dhepd.conf
# BCERBI
subnet 192.168.0.0 netmask 255.255.255.0 {
range 192.168.0.100 192.168.0.200;
option routers 192.168.0.1;
option domain-name-servers 8.8.8.8;

}

sudo systemctl start dhcpd
sudo systemctl enable dhcpd

(6) 4%k iptables HU|, F0VF DHCP iz,
sudo iptables -A INPUT -p udp --dport 67:68 -j ACCEPT

(7> a5l dhepd AR55, HhORTE st s BN H BRI IP Mk

sudo systemctl start dhcpd
sudo systemctl enable dhcpd

(8) it dhepd MIH &
sudo tail -f /var/log/messages

PAEAPIRGERE, TERCAERCE S BT IORE, B,
WiH %

x5—
T iﬁ?ﬁ%ﬁ

1. Bkl g4
2. BEPRR KA AR KBS BT Bl K
3. systemctl stop firewalld
systemctl disable firewalld
— IESFRT

1.C 2D 3B 4C 5D 6.C

11
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S

FE=

RN iE\EE*

7

&

1. X3 (zone) [Xi [XiH

2. /etc/firewalld/zones/
/etc/firewalld/firewalld.conf

—. EEH
1.C 2.C 3.A
=. LI

iptables - INPUT -s 10.0.0.188 -p tcp --dport 80 -j REJECT
.
TH7S

55—

BN igqg-':\.~

7

(&

13- 55 4%

2. /ete/httpd/conf/httpd.conf

3. UserDir

4. DocumentRoot

5. /etc/httpd/conf

i v 51

1.LA 2.D 3.C 4B 5.B

= FIE
(D

sudo dnf update -y
sudo dnf install -y httpd

12
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sudo vi /var/www/html/index.html
<IDOCTYPE html>
<html lang="en">
<head>

<meta charset="UTF-8">
<title>Hello World</title>
</head>

<body>

<h1>Hello, World!</h1>
</body>

</htmI>

(3) £ CentOS 8 I, Apache MJERINMGH /2 /~Nvarwww/html. & E—DH &%
index.html SCHFHCEAEIXNHFH T

€Y

sudo systemctl start httpd
sudo systemctl enable httpd

(5) WRPTkEE R HTTP i Gl 80). AR5, fENINEsrh NIRSS 231 1P HihkEk
344, WEEE SR "Hello, World!" ) TITH -

sudo firewall-cmd --permanent --add-service=http
sudo firewall-cmd --reload
sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT

FE=
BN iﬁfﬂégﬁ_

1. SEhsiEt

2. all granted

3. Apache

4. BPVIRSS A
5. FSEYBEE

—. iEEm

I.B 2.A 3.A 4A 5B

13
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Alias /images /var/images

<Directory /var/images>
Options Indexes FollowSymLinks
AllowOverride None
Require all granted

</Directory>

5=

14

BN ﬁ§~

7

&

1. service vsftpd start

2. TR BEhisal
3. mget

4.21

5. anonymous

=\ IESFR

1.D 2.A 3.C 4D 5.C

=

=\ ylgn

ey
yum install vsfipd -y

(2
adduser ftpuser

(3
local enable=YES
write_enable=YES
chroot_local user=YES
local_root=/var/ftp

(4
service vsfipd start
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1. anonymous

2. anonymous

3. service vsfipd start
4. mput

5.2021

= IESFRR

I.D 2.A 3.C 4.C 5.C

ey

# 1E vsfipd FCE XM fete/vsfipd.conf FRESHIIEAE L A AL E
write_enable=YES

anon_upload enable=YES

anon_mkdir_write_enable=YES

# HJT vsfipd ARSHECEERL

service vsftpd restart

2
# 1F vsfipd FCE XM fetc/vsttpd.conf FRENINEAEEL L AL &
user_restrict_enable=YES

user_restrict_file=/etc/vsftpd/user list

# 1E /fete/vsfipd/user list SXAFHERIIA 2 L HARECE
user]

user2 write

# HJ5 vsfipd ARSHERCE AR

service vsftpd restart

3

# 1E vsfipd FCE XM fete/vsfipd.conf FRESHIIEAE L A AL E
chroot_local user=YES

local root=/home

15



# H)5 vsfipd RS EAERL

service vsftpd restart

WiH-t

55—

RN ﬂiﬁ% 3

7

&

1. R4

2. WA AREE

3. JF

4. FT OCI HIFRTE FIbRiE
5. SpdPadhRE

—. EEH
1.C 2.B 3.D 4.A
=. LI

(2) %% Podman
sudo dnf install -y podman

podman —version

linuxtldr@linux:~$ podman --version

podman version 3.4.4
linuxtldr@linux:~$

(3) A& Podman
podman pull [OPTIONS] NAME[: TAG|@DIGEST]
podman pull ubuntu:latest
podman images

16
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export CONTAINER REGISTRY MIRROR=https://cr.console. aliyun.com/

sudo nano /etc/containers/containers.conf

[registries.insecure] registries = ["https://your-mirror"]
podman run -it --rm --network mynamespace ubuntu /bin/bash
podman run -it --rm --network host ubuntu /bin/bash
# BUEEMR
sudo ip link add br0 type bridge
sudo ip addr add 192.168.0.1/24 dev br(
sudo ip link set dev br0 up
# IBATRAINERRINR
podman run -it --rm --network bridge:br0 ubuntu /bin/bash
# FEA A B 2%
ip link set dev ethO up ip addr add 192.168.0.2/24 dev eth0
# 'S5 YAML SCHERE XA RS E .
# %X Podman Compose
curl -L https://github.com/containers/podman-compose/releases/latest
/download/podman-compose -o /ust/local/bin/podman-compose
# T PITHUR
chmod +x /ust/local/bin/podman-compose
# f8H] nano ZwiE#sfI T “docker-compose.yaml” SC{H:
nano docker-compose.yaml
# Yl YAML S0
version: '3'
services:

web:

image: nginx

ports:

17
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- "8080:80"
db:
image: postgres
environment:
POSTGRES PASSWORD: example
# {E Podman Compose CAFFTTER] HH 21T M4
podman-compose up
# fF1EANEE
# BUF BT IIRSS, FTLAIEAT:
podman-compose down
# 1EI21T Rootless HRINZ /T, TEHIR ARG FFZEA . TS DL i 2 H 1
podman —version

# Rootless HR=AEH 20 I an 42218, UABRIRESSEARREBUN P T igfT. fERZH

4L, AP aEBiEE N, EERITTBSE T

cat /proc/sys/kernel/unprivileged userns clone

# WAy 0, FoH P EREH . T Ui RUE H
echo "kernel.unprivileged userns_clone=1"

sudo tee -a /etc/sysctl.conf

sudo sysctl --system

# ICE Rootless Podman

export PATH=$PATH:$HOME]/.local/bin

export CONTAINER SOCK=/run/user/$(id -u)/podman/podman.sock
source ~/.bashrc

# Ja3) Rootless Podman

podman system service --time=0 tcp://localhost: 12345

# A Rootless FR

podman run --rm -it ubuntu /bin/bash

=

18

N iE§~

&

1. podman run
2. --name

3. podman exec
4. podman ps

5. podman rm
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—. iREm

1.B 2.C 3.A 4B 5.D
SR

# ERAGEIR
podman search ubuntu

S podman search ubuntu --filte -official
STARS  OFFICIAL
ofllbrary,ubuntu i Debian-based Linux operating 12306  [OK]
1library/ubuntu-debootstrap D ap --variant=minbase --components=m. 44 [OK]
1ibrary/ubuntu-upstart Upstart & ed replacement for th 118 [0K]

uflLbrary/mEb;phP e-liberty WebSphere Liberty multi-architecture imag 273 [OK]
/1library/open-liberty Open Liberty multi-architecture images ba 45 [OK]

podman pull docker.io/library/ubuntu

podman run -it --name my_ubuntu docker.io/library/ubuntu /bin/bash
# 7k Python B 4%

podman search python

podman pull docker.io/library/python

podman run -it --name web_python -p 8080:80 docker.io/library/python:latest
python -m http.server 80

(4]

Walcoma te Ours Pythan Walb
Sapwer!

JE BN

podman start my_container

HE IS TIAS, AR YIRS IT AR
podman ps

fi 12028

podman stop my_ubuntu

HORT R A

podman stop my_ubuntu

T 7 e

podman rm my_ubuntu

AUTOMATED

19
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PEREIAL
podman run -it --rm --memory 512m ubuntu /bin/bash
B H E M 44
AR BRI .
sudo ip link add br_custom type bridge
sudo ip addr add 192.168.0.1/24 dev br_custom
sudo ip link set dev br_custom up
AR IBATEAIRERE BN
podman run -it --rm --network bridge:br _custom ubuntu /bin/bash
AIR=: FER P E M4
ip link set dev ethO up ip addr add 192.168.0.2/24 dev eth0
P A AR
PR IBAT A U R R A
podman run -d --name web_server -p 8080:80 nginx
PR Ui W 3

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

AR E L2
podman run -it --rm --network host ubuntu /bin/bash

$=

A ﬁ§~

e

&

1. 7E Podman g SCHVE B Z 2588 N AR 7
2. NIFHZEES

3. YAML

4. 185

N .7 = .31
LA 2.A 3.B 4.A
=\ SR

(1) Podman Compose 454
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version: '3' # Compose SCERRA

services:  # & XR%
web:  # RSB

image: nginx:latest # fEHRER
ports:

-"8080:80"  # i I ML
networks:  # & X%
app_net:

driver: bridge ~ # {8 M5 EKZ))
ipam: #1P bt
driver: default

config:

- subnet: "172.18.0.0/24"

(2D & X Ms5

services:

webapp:

image: my_web_app:latest
ports:

- "8080:80"

environment:

- NODE_ENV=production

- DB_HOST=database
volumes:

- .Japp:/app

depends_on:

- database

(3) & X%

networks:

backend network:

driver: bridge

ipam:

driver: default

config:

- subnet: "172.19.0.0/24"

(4) EXE

volumes:

data_volume:

{§F] Podman Compose )i 5/ H

21
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podman-compose up

(5) ¥tk

services:

base:

image: ubuntu:latest

environment:

- COMMON_VARIABLE=common_value

app:

extends:

service: base

environment:

- APP_VARIABLE=app value

ZVAME

docker-compose -f docker-compose.base.yml -f docker-compose.prod.yml up
Compose {5 54

services: web: image: nginx:latest container name: my nginx
Compose 78 a3 BAAFLE

podman-compose -f podman-compose.yml -f podman-compose.override.yml up

Docker Compose B HE 2 2528 U HLAit
version: '3' # Compose SCLFRRAS

services:  # & XS

web: # 55205

image: nginx:latest # fEHRER
ports:

-"8080:80"  # iy MLt

database: # 53— M55

image: postgres:latest

environment:

POSTGRES PASSWORD: example password
2o i Al peEss

version: '3'

services:

web:

image: my_web_app:latest
ports:
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- "8080:80"

depends_on:

- database

database:

image: postgres:latest

environment:

POSTGRES PASSWORD: example password
EZas A

version: '3'

services:

web:

image: my_web_app:latest
ports:

- "8080:80"

networks:

- my_network

database:

image: postgres:latest
environment:

POSTGRES PASSWORD: example password
networks:

- my_network

networks:
my_network:
driver: bridge

R EGNER

version: '3'

services:

web:

image: my_web_app:latest
ports:

- "8080:80"

volumes:

- my_data:/app/data

volumes:

23
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my_data:
SRR
version: '3' services: web: image: my web app:latest ports: - "8080:80" environment:

NODE ENV: production DATABASE URL: postgres://user:password@database:5432/db API_KEY:
abc123 database: image: postgres:latest environment: POSTGRES PASSWORD: example password

EZ LR

podman-compose -f podman -compose.base.yml -f podman -compose.prod.yml up
{§iF] Podman Compose J&i /N
podman -compose up

mH/N\

55—

RN iﬁ?&ﬁ
1. TGP R A a o1 2

2. — AR T AR SR AR

3. Aok

4, HERRA  fREeset PRI RIEHERRCR
—\ EER

1.B 2.C 3.B 4.D

=. LI

podman pull ubuntu:20.04

podman run -d --name cloud-desktop -p 5901:5901 -¢ DISPLAY=:1 ubuntu:20.04

podman exec -it cloud-desktop /bin/bash

g7 T AEAN:

apt update

apt install xfce4 xfce4-goodies

Bl Xfee SIHMEE

xfconf-query -¢ xfced-desktop -p /backdrop/screen0/monitorQ/workspace(/last-image -s
/path/to/your/image.jpg

xfconf-query -c xfce4-desktop -p /backdrop/screen0/monitor()/workspace(/

24
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colorl-s "color value"

fi P AT TR IR AL B AR
xfconf-query -c¢ xfced-panel -p /panels/panel-1/position -s "p=10;x=100;y=100" xfconf-query -c
xfced-panel -p /panels/panel-1/length -s "size value"

ARy Es b
xfconf-query -c xfced-panel -p /panels/panel-1/objects -t string -s "launcher-1" -a
xfconf-query -¢  xfced-panel -p  /panels/panel-1/objects/launcher-1 -t  string  -s
"xfced-terminal.desktop"
o FHIAA B %8 SUR a3 r
#!/bin/bash
# Set custom icon for launcher
xfconf-query -c xfced-panel -p /plugins/plugin-1/icon -s /path/to/your/icon.png
i A AT T RAGCE & A B
xfconf-query -c¢ xfwm4 -p /general/theme -s "your_theme name"
podman commit cloud-desktop my-cloud-desktop-image
%S Podmanfile
RUN apt-get update && apt-get install -y \
xfced \
xfced-goodies \
tightvncserver \
firefox \
&& apt-get clean

# WHE VNC %0
RUN mkdir -p ~/.vnc && echo "password" | vincpasswd -f > ~/.vnc/passwd

# JE3)) VNC k%54

CMD ["vncserver", "-fg"]

FIR AR

Podman build -t ubuntu-desktop
JABh A AR

#!/bin/bash

Podman run -d -p 5901:5901 --name ubuntu-desktop-container ubuntu-desktop

IBAT R
chmod +x start_container.sh

25
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Jstart_container.sh
sudo apt update sudo apt install firefox

Weget https:/dl.google.com/linux/direct/google-chrome-stable current amd
64.deb
sudo dpkg -i google-chrome-stable current amd64.deb

%% Visual Studio Code
# BT s T8
waget https://go.microsoft.com/fwlink/?LinkID=760868 -O vscode.deb

# 2% Visual Studio Code
sudo dpkg -i vscode.deb

# L BAH I
sudo apt-get install -f

i

A iﬁ?ﬁﬁ

1 BIgEAPIKE BSHPEE EERPEE MRS
2. HHAAIE  WBGA S IAE (NLA) XN K SFDIGIE (2FA)
3. VIEAR  ERAERRR  BAEAR AR

4. FE) BAEATN 2iEES)

5. %0

N .7 = 31
1.LD 2.A 3.D 4D 5.A
=, I

YR IBATRAS I i

TEIBATE GRS, WU VNC RS5& .
podman run -p 5901:5901 -it my-desktop-app:latest
AR RS

TR aRs

sudo apt update

26
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WIR= LU N4 %3¢ TightVNC Server:
sudo apt install tightvncserver
AYRI: 53 VNC kg5 s

IR BLE VNC IR5#
nano ~/.vnc/xstartup

Be B A

#!/bin/bash

xrdb SHOME/ Xresources
startxfce4 &

HYEIN: B3 VNC kg5 s
tightvneserver -kill :1
tightvneserver :1

e B B K Ak
sudo ufw allow 5901/tcp
F B

B
Pt |

% & RDP- TR SE Y s

RDP ~ b33 - .
OEx @sH CussH
B~ SE  RSH [

6‘._ ﬁ PR s

O EREFAHINHE

HBE

win (fhome/manzp/.remmina,/1560740028723.remf # 256 (8 bpp)

HZ=ER ]

FE(s) ELiE(Q)

P&
WA, 78 Ubuntu ", RJLMEH adduser 2 KSIIETH

sudo adduser username

27
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B, BB T LMER deluser 4
sudo deluser username

(ERGIAEATE

sudo passwd username

F AR

sudo addgroup groupname

IRV R/ /I ESIEER

sudo adduser username groupname
MRS 7 -

sudo deluser username groupname

SRR B

chmod permissions filename

SCAERTR R, TLME chown 4 B USRI BT & FI4H.:
chown owner:group filename

sudo HPREF:

sudo usermod -aG sudo username

B2 sudo FLFR:

sudo visudo

SSH R

PasswordAuthentication no



